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5 January 1992

OPEN LETTER

reedom of Information Act Request
(5 U.8.C. 552)

Mr . GEORGE BUSH
Q}%f WM\ President of the United States of America
\ 1600 Pennsylvania Ave. N.W.

Washington, D.C. 20500

Attn: RICHARD L. WEAVER

Colonel, USAF

Deputy for Security and
Investigative Programs

Secretary of the Air Force

THRU: SAF/AAIS

Washington, DC 20330-1000

Dear Mr. President:

Sir, I am writing to you because of this article (see
enclosure A) titled-

"Bush Suggests Putting Defense
Cuts in 'Pockets of Taxpayers'"”

by "DOUGLAS JEHL" which appeared on page "Al3" of the
"SATURDAY, JANUARY 4, 1992" issue of the "LOS ANGELES
TIMES".

I am also writing because of another associated article (see
enclosure B-1l) titled-

"Testing the B~2
Stealth Bomber"

which appeared in the Editorial pages of the Los Angeles
Times" dated "SATURDAY, DECEMBER 7, 1991".

In this article (see enclosure B-1) a-

"MAJ. GEN. STEPHEN B. CORKER
Assistant Secretary for Acquisition
Department of the Air Force
Washington, D.C"-

appears to be writing to the Los Angeles Times in defense of
the purchase of the B-2 despite the high cost to the
American taxpayer.



ol

Maj. Gen. CROKER (in part) states-

"By claiming the Air Force is hiding behind a cloak of
'excessive secrecy,' he" (speaking of some critic to the B-2
Program) "suggests the Air Force is suppressing information.
In fact, within the last two years, security guidelines
governing control of B-2 information have been relaxed."

While I used to be a strong advocate for the production of
the B~2, in this instance, I took the position of the critic
and wrote this (see enclosure B-2, dated "7 December 1991")
Freedom of Information Act (FOIA) request to the USAF
regarding a number of "Black!" aircraft programs that appear
in the budget, but for which no amount of purchase price is
provided.

I enclose (see enclosure C, pages 379-382; from the
"December 6, 1991" issue of "Defense Daily") for your
perusal.

This article (see enclosure C) lists as an example-

"LLine PE Program
44 63105F OLYMPIC
46 6311F MERIDIAN

132 27137F CONSTANT HELP

138 27169F SEEK CLOCK

148 27424F COPPER COAST

153 27582F HAVE TRUMP (H)

155 27591F OMEGA

159 28042F HAVE FLAG

162 35142F CENTENNIAL

165 41316F SENIOR CITIZEN

175 31317F SENIOR YEAR OPERATIONS
176 31324F FOREST GREEN"

Since the United States Air Force has itself declared that
the the code name SENIOR YEAR stands for the USAF/CIA
Lockheed U-2 aircraft, it is not unreasonable to assume that
any and/or all of the above indicated code names apply to
"Black" aircraft Programs.

Indeed, in an article (see enclosure D, pages 41 & 44; from
the "December 24, 1990" issue of "AVIATION WEEK & SPACE
TECHNOLOGY") titled-

"Scientists' and Engineers' Dreams
Taking to Skies as 'Black' Alircraft"-

writer "William B. Scott" (in part) states-

"But for all those billions, what has the American taxpayer
bought? 1Is the nation-and the world-any safer? Do we now



possess the 'ultimate' weapons featuured in comic books-the
ones so devastating any potential adversary would never
think of disturbing the peace for fear of the good guys'
retaliation? Are exotic black-world aircraft real peace
makers?"

"Maybe . "

"Briefings and well-choreographed show-and-tell sessions
given to selected members of Congress and key government
officials in the late 1980s would lead one to believe some
0of these exotic aircraft just might be such weapons. While
unabashedly appealing for continued funding under the Bush
Administration, proud hosts of these sessions referred to
unigue air vehicles on display as 'the reasons the Iron
Curtain fell.'"

President Bush, Sir, of the credibility of AVIATION WEEK &
SPACE TECHNOLOGY you have (in part) stated-

"I am sure that the fine journalistic tradition that has
been carried on by this magazine's publishers and staff will
endure for many years to come. Best wishes for continuing
success. (from the "August 12, 1991" issue of "AVIATION
WEEK & SPACE TECHNOLOGY").

In response to my FOIA (see enclosure B-2) regarding the
existence of these "black" aircraft, their cost, and
relationship to the B-2 Program I received this reply (see
enclosure B-3, dated "24 DEC 1991") which states-

"Dear Mr. Graham:

We are responding to your December 7, 1991 letterx
citing the Freedom of Information Act (FOIA).

Your letter does not request records under the FOIA;
therefore, we are taking no further action.

Sincerely,

CAROLYN W. PRICE
Freedom of Information Manager".

Mr. President, Sir, according to you, we are no longer in a
cold war with the Soviet Union and there is, thus, no threat
to our National Security; the very reason why you are
suggesting putting Defense cuts in the "Pockets of (the)
Taxpayers".

The Executive Order 12356, Section 1.6 Limitations on
Classification (see enclosure F, page 655) states-

"(a) In no case shall information be classified in order to
conceal violations of law, inefficiency, or administrative
error; to prevent embarrassment to a person, organization,



or agency; to restrain competition; or to prevent or delay
the release of information that does not require protection
in the interest of national security.”

Since the USAF refuses to respond to the FOIA regaring my
request for information about the above indicated Programs
supported by the American taxpayer-

I respectfully request that you direct my letter (see
enclosure B-2) to that Agency of the United States
Government that will have the courtesy to respond.

Thank you for your time Sir.

Sincerely,

Z%r/%‘—r’a_'
Lee M. Graham
526 W. Maple
Monrovia, CA
91016

A copy of this letter is being referenced to the following-
Senator ALAN CRANSTON

The Editoxr, The Los Angeles Times
Mr. WILLIAM SCOTT, AvWeek
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DEPARTMENT OF THE AIR FORCE
WASHINGTON DC 20330-1000

OFFICE OF THE SECRETARY 2 4 D E C 1991

Mr. Lee M. Graham
526 W. Maple
Monrovia, CA 91016

Dear Mr. Graham:

We are responding to your December 7, 1991 letter citing the
Freedom of Information Act (FOIA).

Your letter does not request records under the FOIA;
therefore, we are taking no furth?;/agtion,
/ Si%cerely, /7//f“ﬁ“ #

[ Vooz
f a2 4 /
| /2 (f A A0
L////Freedom of Information Manager
1

91-1485
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\ SATURDAY, DECEMBER 7, 1991

EDITORIA

\ Letters ta Thej' lmes

Testing the B-2

Stealth Bomber

m In response to “Why Test the Weapons?
Pentagon Just Grades Itself,” -by "Scott
Shuger, Opinion, Oct. 6: -

Shuger’s column alleges that the B-2 has
not been adequately tested and that the
monitoring and reporting of actual test
results by independent Department of
Defense organizations have been “biased”
by organizations not truly independent.

The B-2 is in fact the most thoroughly

tested aircraft in history, and Shuger’s
allegations regarding the objectivity of the
Defense Science Board (DSB) and DoD’s
Director of Operational Test and Evalua-
tion (OT&E) are totally unwarranted.

Contrary to Shuger’s claim, when the
Air Force announced a shortfall in one
portion of one low observability test con-
ducted on July 16, there was no concern
expressed regarding the B-2’s structural
soundness. All structural testing to date
has been successful, and the results have
exceeded expectations. .

‘fied to preserve the unprecedented advan-

Krings, was instrumental in development
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By claiming the Air Force is hiding
behind a cloak of “excessive secrecy,” he
suggests -the Air ‘Force is suppressing
information. In fact, within the ‘last two
years, security guidelines governing con-
trol of B-2 information have been relaxed.
Information regarding low observable
characteristics of the B-2 remains classi-

tage the U.S. enjoys in this area of
technology, and to protect pilots’ lives. -

Shuger’s attempt to discredit the objec-
tivity and credibility of the DSB and DoD
OT&E as independent organizations with
claims about financial links between spe-
cific individuals and contractors is inappro-
priate. His insinuations that these individ-
uals have somehow “colored” B-2 test
results are unsubstantiated and untrue.

The former director of OT&E, John |

of the System Maturity Matrix (SMM) idea
to provide a “yardstick” for DoD and
Congress to measure development/flight
test progress. Although he was director
during the early stages of B-2 develop-
ment, he left that position in July, 1989,
shortly before B-2 flight tests started—ob-
viously before any flight test results had
been generated. .

Regardmg the Defense Science Board,
there is no record of Jim Roche ever
serving as a member of the DSB, although
he did support two DSB task forces totally
unrelated to B-2. Don Hicks, Sol Love and
retired Maj. Gen. Jasper Welch also never
served on the B-2 Task Force.

MAJ. GEN. STEPHEN B. CROKER ‘
" . Assistant Secretary for Acquisition
Department of the Air Force
Washington, D.C

How to Write Us

The Times welcomes expressions of all views.
Letters should be brief and are subject to conden-
sation. They must include signature, valid mailing
address and telephone number. Pseudonyms and
initials will not be used. Because of the volume of
mail received, unpublished letters cannot be ac-
knowledged. Fax letters to (213) 237-7679 or
send to:

Letters to the Editor, Los Angeles Times
Times Mirror Square, Los Angeles, CA 90053
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7 December 1991

OPEN LETTER

Freedom of Information Act Request
(5 U.8.C. 552}

MAJ. GEN. STEPHEN B. CROKER
Assistant Secretary for Acquisition
Department of the Air Force
Washington, D.C. 20330-1000

Letters to the Editor
Los Angeles Times
Times Mirror Square
Los Angeles, CA 50053

Dear Maj. Gen. Croker:

Sir, I am making this FOIA request to you as a response to
the article (see enclosure A) that appeared on page B-5 of
this monrning's Los Angeles Times dated "SATURDAY, DECEMBER

7, 1991n,
The article is titled-

"Testing The B-2
Stealth Bomber"-

and appears to be a kind of public appeal on your part for
honesty when discussing the testing of the B-2.

It is to honesty and the testing of USAF "black" world
aircraft of which the B-2 once belonged, that I direct this

letter.
My requests are as follows-

1. To what specific aircraft do the following codenames
refer; how much has the American taxpayer spent on these
aircraft; where were they flight tested; and how have they
contributed to the design of the B-27?

AURORA

COPPER COAST
OLYMPIC

OMEGA

SENIOR CITIZEN
SENIOR TREND
SNOWBIRD

THEME CASTLE



2. On what dates where Senators SAM NUNN and ALAN CRANSTON
apprized of the existence of the above indicated aircratft
Projects?

3. Who is the current Commander of the‘USAF flight test
facility at Groom Lake, Nevada?

4. What is the codename for the aircraft that has recently
been sonic bombing residents of Southern California, that
AVIATION WEEK & SPACE TECHNOLOGY Magazine calls the
"pulsexr"?

Thank you for your time Sir.

Sincerely,

,Ziffh«//€;-éi
Lee M. Graham
526 W. Maple
Monrovia, CA
91016

A copy of this letter is being referenced to the following-

Senator SAM NUNN

Senator ALAN CRANSTON

Mr. WILLIAM SCOTT AvWeek
Mr. JOHN MORROCCO AvWeek
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LOS ANGELES TIMES .l % SATURDAY, JANUARY 4,192 ~A13

BuSh SuggestsPutting Défense’
Cuts in “Pockets of Taxpayers’

By DOUGLAS JEHL
TIMES STAFF WRITER

- SINGAPORE—PreSident Bush

' said today he was considering a
plan to make further cuts in the
. nation’s defense budget in order to
: put the savings “into the pockets of
*the American taxpayers.”
. - Such a move would mark a major
;-shift in policy for the White House
: because it would force a renegotia-

- tion of the 1990 budget agreement,

. which requires that any savings be
‘used to cut the budget deficit.
But as he comes under increas-
.ing political pressure to come up
with a package to rekindle eco-
‘nomic growth, Bush suggested for
- the first time that any peace divi-
dend ought to be used “to stimulate
the economy.”

The unexpected signal of a will-
ingness to revise the budget pact is

. likely to set off a bidding war with

: Congress, where Democrats have

. already urged that defense savings
be used to help fund a range of new
domestic programs.

But Bush, while insisting that he
had not yet made a final decision,
made clear that he would resist any

. effort to use the defense cuts to
. increase domestic spending.
. “1 will simply reiterate my de-

«termination not to do anything that.

is going to reverse the economy
rand make it worse,” Bush said at a
' joint news conference with Singa-
“porean Prime Minister Goh Chok
Tang. -

As his advisers put the finishing
touches on an economic growth
package, however, he left little

$50 billion in additional defense

doubt that he regarded as increas-
ingly attractive a tax cut funded by
defense cuts.

Asked whether he was ready to
change the budget agreement to
permit him.to use savings from
defense for other purposes, Bush
replied: “Frankly, I'd like to put it
into the pockets of the American
taxpayer, if I possibly could, be-
cause I think that’s what’s need-
ed.” . : i
A senior Administration official
traveling with Bush said it was
now “likely” that savings in de-
fense would be used to pay for the
middle-class tax cut the White
House has said it is considering.

Bush is expected to unveil his
economic plan in his State of the
Union address on Jan. 28.

It remains unclear how much
money could be freed up by such
reductions in defense spending.
But there have been unconfirmed
reports in Washington that the
Pentagon has been asked to outline

cuts over the next five years.
Meanwhile, Senate Democrats in
‘Washington on Friday unveiled a
wide economic plan that would
combine a ‘middle-class tax cut
with a longer-term “Marshall Plan
for America” that would redirect
defense spending to domestic
needs such as bridges, roads.

The plan also calls, in the short
term, for additional unemployment
insurance benefits as well as grants
and loans to state and local gov-
ernments designed to create jobs in
education, transportation and pub-
lic safety.

.
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AEROSPACE PERSPECTIVES

\7

WILLIAM B. SCOTT/LOS ANGELES

Scientists’ and Engineers’ Dreams
Taking to Skies as ‘Black’ Aircraft

© 1920 e Melpume 5%

Unmanned diamond-shaped hypersonic vshicls has control surfacss on
leading and trailing edges, and 121 ports for dispensing nuclear war-

heads (Insert, lower left). Conventional powerplants boost the aircraft to
supersonic speeds, whers an external buming mechanism takes over.

Supcr-classiﬁcd “black” aircraft devel-
opment programs have served the
U.S. and its allies well during the last
40-plus years, providing specialized vehi-
cles such as the U-2/TR-1, SR-71 and F-
117A. Still unproven, but also products
of this special access shadow world, are
the B-2 bomber and Navy A-12, among
others.

How many additional air vehicles
may have been developed, yet never re-
vealed publicly, often is debated but
rarely proven.

It is certain, however, that eight years
of the Reagan Administration were good
to the black world. For whatever reason,

billions of dollars were pumped into high-
ly classified, special access programs and
new facilities, allowing creative scientists
and bright engineers unprecedented op-
portunities to experiment and test their
wildest dreams. Their only constraint, ap-
parently, was that projects be linked to
operational considerations and pragmatic
applications.

A number of those dreams have taken
wing in the past few years, and increasing
numbers of new, exotic vehicles have been
reported by ground observers throughout
the U. S. recently (Aw&ST Dec. 18, 1989,
p. 42; Oct. 1, p.22). In addition, airline
and military pilots have reported seeing

unusual high-speed, high-altitude, maneu-
vering vehicles during the last few years.

What these sightings add up to is this:
The U.S. has developed a fleet of new
aircraft and is either testing them or al-
ready flying scveral types in operational
service. Because they are considered “su-
per-super-black” programs, military and
other government officials deny their exis-
tence.

Those who are briefed and know such
aircraft exist cannot admit it, and those
who are not briefed simply do not know.
The best guesses of experts—and those
who think they should know, by virtue of
their position—really are no more reveal-
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ing than those of a technically minded
layman extrapolating from the known
state of “white world” technology.

But for all those billions, what has the
American taxpayer bought? Is the na-:
tion—and the world—any safer? Do we*
now possess the “ultimate” weapons fea-
tured in comic books—the ones so devas-*
tating any potential adversary would:
never think of dlsturbmg ‘the peace for:
fear of the good guys’ retaliation? Are’,
exotic black-world aircraft real peace-
makers? 5

Maybe.i

Briefings "and “well-choreographed®
show-and-tell sessions given to selected «
members of Congress and key governs,
ment officials in the late 1980s would lead >
one to believe some of these exotic air-+
craft just might be such weapons. While
unabashedly appealing for continued;
funding under the Bush Admxmstrauon,A
proud hosts of these sessions referred to
unique air vehicles on display as “the rea-+
sons the Iron Curtain fell.”

LOOKS AND MISSIONS
Unfortunately, proving the existence of
such aircraft is not a trivial task for those
well-grounded on the unclassified side of
the fence, despite bits and pieces of strong
evidence in hand. So, most of the curious
among us are reduced to watching the
night sky, sifting through tons of techni-
cal literature and making educated deduc-
tions. Through this process, a natural first
question any technical skeptic worth his
salt might ask is: “What would such a
vehicle look like, and what would be its
mission?”

For sake of argument, let’s consider the
following details as comprising a theoreti-
cal possibility of a hypersonic U. S.-devel-
oped aircraft which could be cruising the
skies tonight:

B An elongated, diamond-shaped un-
manned vehicle measuring about 110 ft.
long and 60 ft. wide at its midpoint. Call
it a flattened football shape. But fore and
aft end points, as well as the leading
edges, are rounded rather than sharp. Al-
though diamond-shaped, the aircraft’s
basic contours might be described as sim-
ilar to those of a smooth “skipping
stone.” The vehicle has a heavy appear-
ance, likened to the blocky sturdiness of
a Caterpillar tractor or even the space
shuttle.

B All surfaces are covered with black ce-

B Jet engines buried in the lower fuselage
are fed by inlet ducts that open into the
tile surface. These powerplants boost the
aircraft to supersonic speeds, at which an
external burning mechanism takes over as
the primary propulsion method. The tur-
bojets are shut down, and their inlet/ex-
haust ports are closed until speed drops to
the low Mach numbers again.

In the high-Mach regime, misted fuel is
ejected from the fuselage midsection—the
“break point” of the elongated dia-
mond—across the aft surface tiles, into
the area between the fuselage and a shock
wave attached to this break. In essence,
the sloping, converging aft fuselage sec-
tions form the inside of a “nozzle,” and
the shock boundary constitutes the outer
, surface, creating an expanding exhaust ef-
fect, much like that on a conventional
rocket.

The fuel is ignited by surface heating—
or other means—creating combustion

Eight years of the Reagan
Administration in
Washington were very good to
the black world

that accelerates the aircraft up to the
Mach 6-8 regime.

® Narrow leading and trailing edge sec-
tions provide aerodynamic control in all
axes.

8 On the fuselage underside, forward of
the midsection and between the buried
powerplants, is a clipped-diamond sec-
tion covered with 121 tile-covered ports.
Behind each cover—which is flush with
the fuselage surface—rests a nuclear war-
head which approximates the shape of
either a reentry vehicle (RV) or an artil-
lery shell. Each RV stands vertically,
point down.

When released, the cover tile is discard-
ed, the weapon is ejected downward, and
a second tile automatically is moved into
position, closing the port and retaining a
smooth aircraft surface. These weapons
are dispensed only at subsonic speeds to
enhance accuracy and avoid internal heat-
ing problems from opening a port in the
lower, heated external surfaces, especially
when in the hypersonic regime.

ramic tiles, quite similar to those now
used on the shuttle orbiter. They have a
scorched, heat-streaked appearance, and
seem to be coated with a crystalline pati-
na indicative of sustained exposure to
high temperature. A burnt-carbon odor
emanates from the surface. The aft body
tiles are distinctly more pockmarked and
degraded than those on the forward half
of the aircraft, as if they had experienced
the most heat.

William B. Scott is senior engineering edi-
tor in AVIATION WEEK & SPACE TECH-
NOLOGY's Los Angeles bureau. As a flight
test engineer graduate of the U. S. Air
Force Test Pilot School and a civil com-
mercial pilot, he has logged more than
2,000 hr. on about 45 aircraft types. He
spent nine years in the Air Force and was
a flight test engineer and program man-
ager in the aerospace industry.

B The unmanned vehicle is capable of on-
board self-control, but also will accept ex-
ternal commands via satellite or a ground
station. Sandia’s Winged Energetic Reen-
try Vehicle Experiment (SWERVE) pro-
ject confirmed that electromagnetic signals
can be received by such a vehicle, even
through the ionized layer surrounding it at
hypersonic speeds (AW&ST Aug. 6, p. 25).

Clearly, an unmanned vehicle of this
type would be a powerful strategic weap-
on, able to devastate targets over a wide
area. Its Mach 6-8 speed would improve
the ability to survive greatly, because
fighters and ground-to-air missiles would
be hard-pressed to intercept the vehicle.
Even though it must slow to possibly sub-
sonic speeds for weapons delivery, the air-
craft’s surface structure and low radar
cross-section contours would give it re-
spectable low observable characteristics
which could complicate targeting by de-
fenders.

DREAM COME TRUE

Reconnaissance versions would have
twice the speed capability of the now-re-
tired SR-71, yet, being unmanned, would
not risk the loss of a human crew when
operating over high-threat areas. Once
proven effective, such an aircraft would
be a dream come true for any four-star in
charge of the Strategic Air Command.

Of course, it also would complicate the
Air Force’s arguments for funding expen-
sive armaments such as the B-2 bomber,
MX missile and small ICBM. Could these
still be justified, in the numbers originally
requested?

Finally, as Persian Gulf tensions con-
tinue into 1991, one must question wheth-
er the U. S. commander in chief and his
defense secretary are fully aware of super-
black weapon systems’ potential.

Let’s hope so.

Hard as it may be to fathom, there is
reason to wonder whether complete
knowledge of the most exotic aircraft may
reach “The Top,” all for super-security.

One would like to think America’s
staggering black-world expenditures have
yielded weaponry that could neutralize
Iraqi President Saddam Hussein’s most
valued military and political assets quick-
ly. Some say that capability is in hand
and could be used—albeit with conven-
tional payloads—if the right people
choose to do so. If they do not, why not?

If so, why are almost 400,000 U. S. and
allied troops dug into the sand in Saudi
Arabia, prepared to slug it out in a bloody
ground war?

Maybe it’s time for America’s taxpay-
ers to demand an accounting of their
black-world investments.

The tradeoffs between national securi-
ty—the reason for keeping programs
*“black™ in the first place—and the lives
of those troops are worthy of wider con-
sideration. O
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THE WHITE HOUSE

WASHINGTON

June 26, 1991

I am pleased to have this opportunity to
join in celebrating the 75th anniversary of
Aviation Week & Space Technology.

To say the least, these have been exciting
years 1in the fields of aviation and aerospace
technology. During the past three-quarters
of a century, Aviation Week has helped to
chronicle myriad developments in aeronautics,
from box kite biplanes to manned space explo-
ration. In so doing, it has helped to set
the standard for editorial excellence and
timely reporting on the industry. /

I am sure that the fine journalistic /
tradition that has been carried on by this /
magazine's publishers and staff will endure /
for many years to come. Best wishes for /

continuing success. /

/ /
.ij,
/
/
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Codification of Presidential Proclamations and Execufive Orders

The Board shall utilize such full-time staff and consultants as authorized
by the President.

SEC. 2. The Board shall:

(a) Inform the President of intelligence activities that any member of
the Board believes are in violation of the Constitution or laws of the
United States, Executive orders, or Presidential directives;

(b) Forward to the Attorney General reports received concerning in-
telligence activities that the Board believes may be unlawful;

(c) Review the internal guidelines of each agency within the Intelli-
gence Community concerning the lawfulness of intelligence activities;

(d) Review the practices and procedures of the Inspectors General
and General Counsel of the Intelligence Community for discovering
and reporting intelligence activities that may be unlawful or contrary to
Executive order or Presidential directive; and

(e) Conduct such investigations as the Board deems necessary to
carry out its functions under this Order.

SEc. 3. The Board shall, when required by this Order, report directly
to the President. The Board shall consider and take appropriate action
with respect to matters identified by the Director of Central Intelli-
gence, the Central Intelligence Agency or other agencies of the Intelli-
gence Community. With respect to matters deemed appropriate by the
President, the Board shall advise and make appropriate recommenda-
tions to the Director of Central Intelligence, the Central Intelligence
Agency, and other agencies of the Intelligence Community.

SEC. 4. The heads of departments and agencies of the Intelligence
Community shall, to the extent permitted by law, provide the Board
with all information necessary to carry out its responsibilities. Inspec-
tors General and General Counsel of the Intelligence Community shall,
to the extent permitted by law, report to the Board concerning intelli-
gence activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.

SEc. 5. Information made available to the Board shall be given all
necessary security protection in accordance with appiicable laws and
regulations. Each member of the Board, each member of the Board’s
staff, and each of the Board’s consultants shall execute an agreement
never to reveal any classified information obtained by virtue of his or
her service with the Board except to the President or to such persons
as the President may designate.

SEC. 6. Members of the Board shall serve without compensation, but
may receive transportation, expense, and per diem allowances as au-
thorized by law. Staff and consultants to the Board shall receive pay
and allowances as authorized by the President.

Executive Order 12356—National security information

SourcE: The provisions of Executive Order 12356 of Apr. 2, 1982, appear at 47 FR
14874 and 15557, 3 CFR, 1982 Comp., p. 166, unless otherwise noted.
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3.2 Transferred Information: [657]

3.3 Systematic Review for Declassification {657

3.4 Mandatory Review for Declassification [658]
PART 4. Safeguarding

4.1 General Restrictions on Access [659]

4.2 Special Access Programs.......c.cceeeneevivenns [659)

4.3 Access by Historical Researchers and Former Presidential Appointees .......... [660)
PART 5. Implementation and Review
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5.2 Information Security Oversight Office [660]

5.3 General Responsibilities [661]

5.4 Sanctions [662]
PART 6. General Provisions

6.1 Definitions [662]

6.2 General [663]

This Order prescribes a uniform system for classifying, declassifying,
and safeguarding national security information. It recognizes that it is
essential that the public be informed concerning the activities of its
Government, but that the interests of the United States and its citizens
require that certain information concerning the national defense and
foreign relations be protected against unauthorized disclosure. Informa-
tion may not be classified under this Order unless its disclosure reason-
ably could be expected to cause damage to the national security.

NOW, by the authority vested in me as President by the Constitution
and laws of the United States of America, it is hereby ordered as fol-
lows:

PART 1

Original Classification

SECTION 1.1 Classification Levels.

(a) National security information (hereinafter “classified informa-
tion™) shail be classified at one of the following three levels:

(1) “Top Secret” shall be applied to information, the unauthorized
disclosure of which reasonably could be expected to cause exceptional-
ly grave damage to the national security.

(2) “Secret” shall be applied to information, the unauthorized disclo-
sure of which reasonably could be expected to cause serious damage to
the national security.
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(3) “Confidential” shall be applied to information, the unauthorized
disclosure of which reasonably could be expected to cause damage to
the national security.

(b) Except as otherwise provided by statute, no other terms shall be
used to identify classified information. ™ 4

(c) If there is reasonable doubt about the need to classify information,
it shall be safeguarded as if it were classified pending a determination
by an original classification authority, who shall make this determina-
tion within thirty (30) days. If there is reasonable doubt about the ap-
propriate level of classification, it shall be safeguarded at the higher
level of classification pending a determination by an original classifica-
tion authority, who shall make this determination within thirty (30)
days.

. SEC. 1.2 Classification Authority. *

1 EDITORIAL NOTE: On May 7, 1982, the President issued an order of designation (47
FR 20105, 3 CFR, 1982 Comp., p. 257) the text of which follows:

Pursuant to the provisions of Section 1.2 of Executive Order No. 12356 of April 2,
1982, entitled **National Security Information,” I hereby designate the following officials
to classify information originally as ““Top Secret”, “Secret”, or “Confidential":

ToP SECRET

Executive Office of the President:

The Vice President

The Counsellor to the President

The Chief of Staff and Assistant to the President

The Deputy Chief of Staff and Assistant to the President

The Director, Office of Management and Budget

The United States Trade Representative

The Assistant to the President for National Security Affairs

The Director, Office of Science and Technology Policy

The Chairman, The President’s Foreign Intelligence Advisory Board
The Chairman, The President’s Intelligence Oversight Board

The Secretary of State
The Secretary of the Treasury
The Secretary of Defense
The Secretary of the Army
The Secretary of the Navy
The Secretary of the Air Force
The Attorney General
The Secretary of Energy
The Chairman, Nuclear Regulatory Commission
The Director, United States Arms Control and Disarmament Agency
The Director of Central Intelligence
The Administrator, National Aeronautics and Space Administration
The Administrator of General Services
The Director, Federal Emergency Management Agency
SECRET
Executive Office of the President:
The Chairman, Council of Economic Advisers
The President’s Personal Representative for Micronesian Status Negotiations
The Secretary of Commerce
The Secretary of Transportation

The Administrator, Agency for International Development
The Director, International Communication Agency

652

st s s

7 31 S AT AT

e i et

R T

Cha

(a) Top Secret. The aul
Secret may be exercised

(1) the President;

(2) agency heads and ¢
ERAL REGISTER; and

(3) officials delegated 1

(b) Secret. The author
may be exercised only by
. (1) agency heads and ¢
ERAL REGISTER,;

(2) officials with origir

(3) officials delegated ¢

(c) Confidential. The
Confidential may be exer

(1) agency heads and ¢
ERAL REGISTER;

(2) officials with origi
ity; and

(3) officials delegated ¢

(d) Delegation of Origir

(1) Delegations of orig
the minimum required
sponsible for ensuring tt
monstrable and continuin

(2) Original Top Sec
only by the President; an
Section 1.2(a)(2); and |
5.3(a)(1), ! provided that
classification authority by

(3) Original Secret cla
the President; an agency
tions 1.2(a)(2) and 1.2(b)(
cation authority; and t
5.3(a)(1), * provided tha
classification authority by

(4) Original Confiden
only by the President; an
Sections 1.2(a)(2), 1.2(b}
Secret classification auth
Section 5.3(a)(1), ! prov
classification authority by

CONFIDENTIAL

The President, Export-Impor
The President, Overseas Priv
The Administrator, Environt
Any delegation of this autl

Order.

This Order shall be publishec
! EDITORIAL NOTE: The cort



and Executive Orders

mation, the unauthorized
:icted to cause damage to

:, no other terms shall be

ad to classify information,
pending a determination
a1all make this determina-
1able doubt about the ap-
afeguarded at the higher
by an original classifica-
nation within thirty (30)

b
ued an order of designation (47
follows:
‘e Order No. 12356 of April 2,

designate the following officials
» or “Confidential™:

>nt .

fTairs

’y

«dvisory Board
Board

ament Agency

dministration

Yy

sian Status Negotiations

ment

&

Chapter 32—National Defense

(a) Top Secret. The authority to classify information originally as Top
Secret may be exercised only by:

(1) the President;

(2) agency heads and ofﬁcmls designated by the President in the FED-
ERAL REGISTER; and

(3) officials delegated this authority pursuant to Section 1.2(d).

(b) Secret. The authority to classify information originally as Secret
may be exercised only by:

(1) agency heads and officials designated by the President in the FED-
ERAL REGISTER;

(2) officials with orxgmal Top Secret classification authority; and

(3) officials delegated such authority pursuant to Section 1.2(d).

(c) Confidential. The authority to classify information originally as
Confidential may be exercised only by:

(1) agency heads and officials designated by the President in the FED-
ERAL REGISTER;

(2) officials with original Top Secret or Secret classification author-
ity; and

(3) officials delegated such authority pursuant to Section 1.2(d).

(d) Delegation of Original Classification Authority.

(1) Delegations of original classification authority shall be limited to
the minimum required to administer this Order. Agency heads are re-
sponsible for ensuring that designated subordinate officials have a de-
monstrable and continuing need to exercise this authority.

(2) Original Top Secret classification authority may be delegated
only by the President; an agency head or official designated pursuant to
Section 1.2(a)(2); and the senior official designated under Section
5.3(a)(1), * provided that official has been delegated original Top Secret
classification authority by the agency head.

(3) Original Secret classification authority may be delegated only by
the President; an agency head or official designated pursuant to Sec-
tions 1.2(a)(2) and 1.2(b)(1); an official with original Top Secret classifi-
cation authority; and the senior official designated under Section
5.3(a)(1), ! provided that official has been delegated original Secret
classification authority by the agency head.

(4) Original Confidential . classification authority may be delegated
only by the President; an agency head or official designated pursuant to
Sections 1.2(a)(2), 1. 2(b)(1) and 1.2(c)(1); an official with original Top
Secret cla551ﬁcat10n authority; and the senior official designated under
Section 5.3(a)(1), ! provided that official has been delegated original
classification authority by the agency head.

CONFIDENTIAL

The President, Export-Import Bank of the United States

The President, Overseas Private Investment Corporation

The Administrator, Environmental Protection Agency

Any delegation of this authonty shall be in accordance with Section 1.2(d) of the
Order.

This Order shall be published in the FEDERAL REGISTER.

! EDITORIAL NOTE: The correct citation is Section 5.3(a).
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(5) Each delegation of original classification authority shall be in
writing and the authority shall not be redelegated except as provided in
this Order. It shall identify the official delegated the authority by name
or position title. Delegated classification authority includes the author-
ity to classify information at the level granted and lower levels of clas-
sification.

(e) Exceptional Cases. When an employee, contractor, licensee, or
grantee of an agency that does not have original classification authority
originates information believed by that person to require classification,
the information shall be protected in a manner consistent with this
Order and its implementing directives. The information shall be trans-
mitted promptly as provided under this Order or its implementing di-
rectives to the agency that has appropriate subject matter interest and
classification authority with respect to this information. That agency
shall decide within thirty (30) days whether to classify this information.
If it is not clear which agency has classification responsibility for this
information, it shall be sent to the Director of the Information Security
Oversight Office. The Director shall determine the agency having pri-
mary subject matter interest and forward the information, with appro-
priate recommendations, to that agency for a classification determina-
tion.

SEC. 1.3 Classification Categories.

(2) Information shall be considered for classification if it concerns:

(1) military plans, weapons, or operations;

(2) the vulnerabilities or capabilities of systems, mstallatxons projects,
or plans relating to the national security;

(3) foreign government information;

(4) intelligence activities (including special activities), or intelligence
sources or methods;

(5) foreign relations or foreign activities of the United States;

(6) scientific, technological, or economic matters relating to the na-
tional security;

(7) United States Government programs for safeguarding nuclear ma-
terials or facilities;

(8) cryptology;

(9) a confidential source; or

(10) other categories of information that are related to the national
security and that require protection against unauthorized disclosure as
determined by the President or by agency heads or other officials who
have been delegated original classification authority by the President.
Any determination made under this subsection shall be. reported
promptly to the Director of the Information Security Oversight Office.

(b) Information that is determined to concern one or more of the cat-
egories in Section 1.3(a) shall be classified when an original classifica-
tion authority also determines that its unauthorized disclosure, either by
itself or in the context of other information, reasonably could be expect-
ed to cause damage to the national security.

(c) Unauthorized disclosure of foreign government information, the
identity of a confidential foreign source, or intelligence sources or
methods is presumed to cause damage to the national security.

(d) Information classified in accordance with Section 1.3 shall not be
declassified automatically as a result of any unofficial publication or in-
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advertent or unauthorized disclosure in the United States or abroad of
identical or similar information.

SEC. 1.4 Duration of Classification.

(a) Information shall be classified as long as required by national se-
curity considerations. When it can be determined, a specific date or
event for declassification shall be set by the original classification au-
thority at the time the information is originally classified.

(b) Automatic declassification determinations under predecessor
orders shall remain valid unless the classification is extended by an au-
thorized official of the originating agency. These extensions may be by
individual documents or categories of information. The agency shall be
responsible for notifying holders of the information of such extensions.

(c) Information classified under predecessor orders and marked for
declassification review shall remain classified until reviewed for declas-
sification under the provisions of this Order.

SEC. 1.5 Identification and Markings.

(a) At the time of original classification, the following information
shall be shown on the face of all classified documents, or clearly associ-
ated with other forms of classified information in a manner appropriate
to the medium involved, unless this information itself would reveal a
confidential source or relationship not otherwise evident in the docu-
ment or information:

(1) one of the three classification levels defined in Section 1.1;

(2) the identity of the original classification authority if other than
the person whose name appears as the approving or signing official;

(3) the agency and office of origin; and

(4) the date or event for declassification, or the notation “Originating
Agency’s Determination Required.”

(b) Each classified document shall, by marking or other means, indi-
cate which portions are classified, with the applicable classification
level, and which portions are not classified. Agency heads may, for
good cause, grant and revoke waivers of this requirement for specified
classes of documents or information. The Director of the Information
Security Oversight Office shall be notified of any waivers.

(c) Marking designations implementing the provisions of this Order,
including abbreviations, shall conform to the standards prescribed in
implementing directives issued by the Information Security Oversight
Office.

(d) Foreign government information shall either retain its original
classification or be assigned a United States classification that shall
ensure a degree of protection at least equivalent to that required by the
entity that furnished the information.

(e) Information assigned a level of classification under predecessor
orders shall be considered as classified at that level of classification de-
spite the omission of other required markings. Omitted markings may
be inserted on a document by the officials specified in Section 3.1(b).

SEC. 1.6 Limitations on Classification.

(a) In no case shall information be classified in order to conceal viola-
tions of law, inefficiency, or administrative error; to prevent embarrass-
ment to a person, organization, or agency; to restrain competition; or to
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prevent or delay the release of information that does not require protec-

tion in the interest of national security. -

(b) Basic scientific research information not clearly related to the na-
tional security may not be classified.

(c) The President or an agency head or official designated under Sec-
tions 1.2(a)(2), 1.2(b)(1), or 1.2(c)(1) may reclassify information previ-
ously declassified and disclosed if it is determined in writing that (1) the
information requires protection in the interest of national security; and
(2) the information may reasonably be recovered. These reclassification
actions shall be reported promptly to the Director of the Information
Security Oversight Office.

(d) Information may be classified or reclassified after an agency has
received a request for it under the Freedom of Information Act (5
U.S.C. 552) or the Privacy Act of 1974 (5 U.S.C. 552a), or the manda-
tory review provisions of this Order (Section 3.4) if such classification
meets the requirements of this Order and is accomplished personally
and on a document-by-document basis by the agency head, the deputy
agency head, the senior agency official designated under Section
5.3(a)(1), * or an official with original Top Secret classification author-

1ty.
PART 2

Derivative Classification
SEC. 2.1 Use of Derivative Classification.

(a) Derivative classification is (1) the determination that information
is in substance the same as information currently classified, and (2) the
application of the same classification markings. Persons who only re-
produce, extract, or summarize classified information, or who only
apply classification markings derived from source material or as direct-
ed by a classification guide, need not possess original classification au-
thority.

(b) Persons who'apply derivative classification markings shall:

(1) observe and respect original classification decisions; and

(2) carry forward to any newly created documents any assigned au-
thorized markings. The declassification date or event that provides the
longest period of classification shall be used for documents classified on
the basis of multiple sources.

SEC. 2.2 Classification Guides.

(a) Agencies with original classification authority shall prepare classi-
fication guides to facilitate the proper and uniform derivative classifica-
tion of information. i

(b) Each guide shall be approved personally and in writing by an of-
ficial who:

(1) has program or supervisory responsibility over the information or
is the senior agency official designated under Section 5.3(a)(1); ! and

(2) is authorized to classify information originally at the highest level
of classification prescribed in the guide.

1 EDITORIAL NOTE: The correct citation is Section 5.3(a).
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(c) Agency heads may, for good cause, grant and revoke waivers of
the requirement to prepare classification guides for specified classes of
documents or information. The Director of the Information Security
Oversight Office shall be notified of any waivers.

PART 3

Declassification and Downgrading

SEC. 3.1 Declassification Authority.

(a) Information shall be declassified or downgraded as soon as nation-
al security considerations permit. Agencies shall coordinate their
review of classified information with other agencies that have a direct
interest in the subject matter. Information that continues to meet the
classification requirements prescribed by Section 1.3 despite the passage
of time will continue to be protected in accordance with this Order.

(b) Information shall be declassified or downgraded by the official
who authorized the original classification, if that official is still serving
in the same position; the originator’s successor; a supervisory official of
cither; or officials delegated such authority in writing by the agency
head or the senior agency official designated pursuant to Section
5.3()(1). 1

(c) If the Director of the Information Security Oversight Office de-
termines that information is classified in violation of this Order, the Di-
rector may require the information to be declassified by the agency that
originated the classification. Any such decision by the Director may be
appealed to the National Security Council. The information shall
remain classified, pending a prompt decision on the appeal.

(d) The provisions of this Section shall also apply to agencies that,
under the terms of this Order, do not have original classification au-
thority, but that had such authority under predecessor orders.

Sec. 3.2 Transferred Information.

(a) In the case of classified information transferred in conjunction
with a transfer of functions, and not merely for storage purposes, the
receiving agency shall be deemed to be the originating agency for pur-
poses of this Order.

(b) In the case of classified information that is not officially trans-
ferred as described in Section 3.2(a), but that originated in an agency
that has ceased to exist and for which there is no successor agency,
each agency in possession of such information shall be deemed to be
the originating agency for purposes of this Order. Such information
may be declassified or downgraded by the agency in possession after
consultation with any other agency that has an interest in the subject
matter of the information.

(c) Classified information accessioned into the National Archives of
the United States shall be declassified or downgraded by the Archivist
of the United States in accordance with this Order, the directives of the
Information Security Oversight Office, and agency guidelines.

SEC. 3.3 Systematic Review for Declassification.

1 EDITORIAL NOTE: The correct citation is Section 5.3(a).
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(2) The Archivist of the United States shall, in accordance with pro-
cedures and timeframes prescribed in the Information Security Over-
sight Office’s directives implementing this Order, systematically review
for declassification or downgrading (1) classified records accessioned
into the National Archives of the United States, and (2) classified presi-
dential papers or records under the Archivist’s control. Such informa-
tion shall be reviewed by the Archivist for declassification or down-
grading in accordance with systematic review guidelines that shall be
provided by the head of the agency that originated the information, or
in the case of foreign government information, by the Director of thé
Information Security Oversight Office in consultation with interested
agency heads. ,

(b) Agency heads may conduct internal systematic review programs
for classified information originated by their agencies contained in
records determined by the Archivist to be permanently valuable but
that have not been accessioned into the National Archives of the
United States.

(c) After consultation with affected agencies, the Secretary of De-
fense may establish special procedures for systematic review for declas-
sification of classified cryptologic information, and the Director of Cen-
tral Intelligence may establish special procedures for systematic review
for declassification of classified information pertaining to intelligence
activities (including special activities), or intelligence sources or meth-
ods.

SEC. 3.4 Mandatory Review for Declassification.

(a) Except as provided in Section 3.4(b), all information classified
under this Order or predecessor orders shall be subject to a review for
declassification by the originating agency, if:

(1) the request is made by a United States citizen or permanent resi-
dent alien, a federal agency, or a State or local government; and

(2) the request describes the document or material containing the in-
formation with sufficient specificity to enable the agency to locate it
with a reasonable amount of effort.

(b) Information originated by a President, the White House Staff, by
committees, commissions, or boards appointed by the President, or
others specifically providing advice and counsel to a President or
acting on behalf of a President is exempted from the provisions of Sec-
tion 3.4(a). The Archivist of the United States shall have the authority
to review, downgrade and declassify information under the control of
the Administrator of General Services or the Archivist pursuant to sec-
tions 2107, 2107 note, or 2203 of title 44, United States Code. Review
procedures developed by the Archivist shall provide for consultation
with agencies having primary subject matter interest and shall be con-
sistent with the provisions of applicable laws or lawful agreements that
pertain to the respective presidential papers or records. Any decision
by the Archivist may be appealed to the Director of the Information
Security Oversight Office. Agencies with primary subject matter inter-
est shall be notified promptly of the Director’s decision on such appeals
and may further appeal to the National Security Council. The informa-
tion shall remain classified pending a prompt decision on the appeal.

(c) Agencies conducting a mandatory review for declassification shall
declassify information no longer requiring protection under this Order.
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They shall release this information unless withholding is otherwise au-
thorized under applicable law.

(d) Agency heads shall develop procedures to process requests for
the mandatory review of classified information. These procedures shall
apply to information classified under this or predecessor orders. They
shall also -provide a means for administratively appealing a denial of a
mandatory review request.

(e) The Secretary of Defense shall develop special procedures for the
review of cryptologic information, and the Director of Central Intelli-
gence shall develop special procedures for the review of information
pertaining to intelligence activities (including special activities), or intel-
ligence sources or methods, after consultation with affected agencies.
The Archivist shall develop special procedures for the review of infor-
mation accessioned into the National Archives of the United States.

(f) In response to a request for information under the Freedom of In-
formation Act, the Privacy Act of 1974, or the mandatory review pro-
visions of this Order:

(1) An agency shall refuse to confirm or deny the existence or non-
existence of requested information whenever the fact of its existence or
non-existence is itself classifiable under this Order.

(2) When an agency receives any request for documents in its custo-
dy that were classified by another agency, it shall refer copies of the
request and the requested documents to the originating agency for
processing, and may, after consultation with the originating agency,
inform the requester of the referral. In cases in which the originating
agency determines in writing that a response under Section 3.4(f)(1) is
required, the referring agency shall respond to the requester in accord-
ance with that Section.

PART 4

Safeguarding
SEC. 4.1 General Restrictions on Access.

(a) A person is eligible for access to classified information provided
that a determination of trustworthiness has been made by agency heads
or designated officials and provided that such access is essential to the
accomplishment of lawful and authorized Government purposes.

(b) Controls shall be established by each agency to ensure that classi-
fied information is used, processed, stored, reproduced, transmitted, and
destroyed only under conditions that will provide adequate protection
and prevent access by unauthorized persons.

(c) Classified information shall not be disseminated outside the execu-
tive branch except under conditions that ensure that the information
will be given protection equivalent to that afforded within the execu-
tive branch.

(d) Except as provided by directives issued by the President through
the National Security Council, classified information originating in one
agency may not be disseminated outside any other agency to which it
has been made available without the consent of the originating agency.
For purposes of this Section, the Department of Defense shall be con-
sidered one agency.

SEC. 4.2 Special Access Programs.
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(a) Agency heads designated pursuant to Section 1.2(a) may create
special access programs to control access, distribution, and protection
of particularly sensitive information classified pursuant to this Order or
predecessor orders. Such programs may be created or continued only at
the written direction of these agency heads. For special access pro-
grams pertaining to intelligence activities (including special activities
but not including military operational, strategic and tactical programs),
or intelligence sources or methods, this function will be exercised by
the Director of Central Intelligence.

(b) Each agency head shall establish and maintain a system of ac-
counting for special access programs. The Director of the Information
Security Oversight Office, consistent with the provisions of Section
5.2(b)(4), shall have non-delegable access to all such accountings.

SEC. 4.3 Access by Historical Researchers and Former Presidential Ap-

pointees.

(a) The requirement in Section 4.1(a) that access to classified infor-
mation may be granted only as is essential to the accomplishment of au-
thorized and lawful Government purposes may be waived as provided
in Section 4.3(b) for persons who:

(1) are engaged in historical research projects, or

(2) previously have occupied policy-making positions to which they
were appointed by the President.

{b) Waivers under Section 4.3(a) may be granted only if the originat-
ing agency:

(1) determines in writing that access is consistent with the interest of
national security; ‘

(2) takes appropriate steps to protect classified information from un-
authorized disclosure or compromise, and ensures that the information
is safeguarded in a manner consistent with this Order; and

(3) limits the access granted to former presidential appointees to items
that the person originated, reviewed, signed, or received while serving
as a presidential appointee.

PART 5

Implementation and Review

SEC. 5.1 Policy Direction.

(a) The National Security Council shall provide overall policy direc-
tion for the information security program.

(b) The Administrator of General Services shall be responsible for
implementing and monitoring the program established pursuant to this
Order. The Administrator shall delegate the implementation and moni-
torship functions of this program to the Director of the Information Se-
curity Oversight Office.

SEC. 5.2 Information Security Oversight Office.

(a) The Information Security Oversight Office shall have a full-time
Director appointed by the Administrator of General Services subject to
approval by the President. The Director shall have the authority to ap-
point a staff for the Office.

(b) The Director shall:
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(1) develop, in consultation with the agencies, and promulgate, sub-
ject to the approval of the National Security Council, directives for the
implementation of this Order, which shall be binding on the agencies;

(2) oversee agency actions to ensure compliance with this Order and
implementing directives;

(3) review all agency implementing regulations and agency guidelines
for systematic declassification review. The Director shall require any
regulation or guideline to be changed if it is not consistent with this
Order or implementing directives. Any such decision by the Director
may be appealed to the National Security Council. The agency regula-
tion or guideline shall remain in effect pending a prompt decision on
the appeal;

(4) have the authority to conduct on-site reviews of the information
security program of each agency that generates or handles classified in-
formation and to require of each agency those reports, information, and
other cooperation that may be necessary to fulfill the Director’s respon-
sibilities. If these reports, inspections, or access to specific categories of
classified information would pose an exceptional national security risk,
the affected agency head or the senior official designated under Section
5.3(a)(1) * may deny access. The Director may appeal denials to the
National Security Council. The denial of access shall remain in effect
pending a prompt decision on the appeal;

(5) review requests for original classification authority from agencies
or officials not granted original classification authority and, if deemed
appropriate, recommend presidential approval;

(6) consider and take action on complaints and suggestions from per-
sons within or outside the Government with respect to the administra-
tion of the information security program;

(7) have the authority to prescribe, after consultation with affected
agencies, standard forms that will promote the implementation of the
information security program;

(8) report at least annually to the President through the National Se-
curity Council on the implementation of this Order; and

(9) have the authority to convene and chair interagency meetings to
discuss matters pertaining to the information security program.

SEC. 5.3 General Responsibilities.

Agencies that originate or handle classified information shall:

(2) designate a senior agency official to direct and administer its in-
formation security program, which shall include an active oversight
and security education program to ensure effective implementation of
this Order;

(b) promulgate implementing regulations. Any unclassified regula-
tions that establish agency information security policy shall be pub-
lished in the FEDERAL REGISTER to the extent that these regulations
affect members of the public;

(c) establish procedures to prevent unnecessary access to classified in-
formation, including procedures that (i) require that a demonstrable
need for access to classified information is established before initiating
administrative clearance procedures, and (ii) ensure that the number of
persons granted access to classified information is limited to the mini-

1 EDITORIAL NOTE: The correct citation is Section 5.3(a).
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mum consistent with operational and security requirements and needs;
and .

(d) develop special contingency plans for the protection of classified
information used in or near hostile or potentially hostile areas.

SEC. 5.4 Sanctions.

(a) If the Director of the Information Security Oversight Office finds
that a violation of this Order or its implementing directives may have
occurred, the Director shall make a report to the head of the agency or
to the senior official designated under Section 5.3(a)(1) ! so that correc-
tive steps, if appropriate, may be taken.

(b) Officers and employees of the United States Government, and its
contractors, licensees, and grantees shall be subject to appropriate sanc-
tions if they:

(1) knowingly, willfully, or negligently disclose to unauthorized per-
sons information properly classified under this Order or predecessor
orders;

(2) knowingly and willfully classify or continue the classification of
information in violation of this Order or any implementing directive; or

(3) knowingly and willfully violate any other provision of this Order
or implementing directive.

(c) Sanctions may include reprimand, suspension without pay, remov-
al, termination of classification authority, loss or denial of access to
classified information, or other sanctions in accordance with applicablc
law and agency regulation.

(d) Each agency head or the senior official designated under Section
5.3(a)(1) ! shall ensure that appropriate and prompt corrective action is
taken whenever a violation under Section 5.4(b) occurs. Either shall
ensure that the Director of the Information Security Oversight Office is
promptly notified whenever a violation under Section 5.4(b) (1) or (2)
occurs.

PART 6

General Provisions

SEC. 6.1 Definitions.

(a) “Agency” has the meaning provided at 5§ U.S.C. 552(e).

(b) “Information” means any information or material, regardless of its
physical form or characteristics, that is owned by, produced by or for,
or is under the control of the United States Government.

(c) “National security information” means information that has been
determined pursuant to this Order or any predecessor order to require
protection against unauthorized disclosure and that is so designated.

(d) “Foreign government information” means:

(1) information provided by a foreign government or governments,
an international organization of governments, or any element thereof
with the expectation, expressed or implied, that the information, the
source of the information, or both, are to be held in confidence; or

(2) information produced by the United States pursuant to or as a
result of a joint arrangement with a foreign government or govem-

1 EDITORIAL NOTE: The correct citation is Section 5.3(a).
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ments or an international organization of governments, or any element
thereof, requiring that the information, the arrangement, or both, are to
be held in confidence.

(e) “National security” means the national defense or foreign rela-
tions of the United States.

(f) “Confidential source” means any individual or organization that
has provided, or that may reasonably be expected to provide, informa-
tion to the United States on matters pertaining to the national security
with the expcctation, expressed or implied, that the information or rela-
tionship, or both, be held in confidence.

(g) “Original classification” means an initial determination that infor-
mation requires, in the interest of national security, protection against
unauthorized disclosure, together with a classification designation signi-
fying the level of protection required.

SEC. 6.2 General.

(a) Nothing in this Order shall supersede any requirement made by or
under the Atomic Energy Act of 1954, as amended. “Restricted Data”
and “Formerly Restricted Data” shall be handled, protected, classified,
downgraded, and declassified in conformity with the provisions of the
Atomic Energy Act of 1954, as amended, and regulations issued under
that Act.

(b) The Attorney General, upon request by the head of an agency or
the Director of the Information Security Oversight Office, shall render
an interpretation of this Order with respect to any question arising in
the course of its administration.

(c) Nothing in this Order limits the protection afforded any informa-
tion by other provisions of law.

(d) Executive Order No. 12065 of June 28, 1978, as amended, is re-
voked as of the effective date of this Order.

(e) This Order shall become effective on August 1, 1982.

Executive Order 12537—President’s Foreign Intelligence Advisory
Board

Sourck: The provisions of Executive Order 12537 of Oct. 28, 1985, appear at 50 FR
45083, 3 CFR, 1985 Comp., p. 394, unless otherwise noted.

By the authority vested in me as President by the Constitution and
statutes of the United States of America, and in order to enhance the
security of the United States by improving the quality and effectiveness
of intelligence available to the United States, it is ordered as follows:

SEcTiON 1. There is hereby established within the White House
Office, Executive Office of the President, the President’s Foreign Intel-
ligence Advisory Board (the “Board”). The Board shall consist of not
more than sixteen members, who shall serve at the pleasure of the
President and shall be appointed by the President from among trust-
worthy and distinguished citizens outside the government who are
qualified on the basis of achievement, experience, and independence.
The President shall establish the terms of the members upon their ap-
pointment. To the extent practicable, one-third of the Board at any one
time shall be comprised of members whose current term of service does
not exceed two years. The President shall designate a Chairman and
Vice Chairman from among the members. The Board shall utilize full-
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