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CENTRAL INTELLIGENCE AGENCY
WAsHINGTON,D.C. 20505 \\

14 April 1977

Honorable George Bush I%
1079 Houston Club Building
Houston, Texas 77002

Dear Mr. Bush:

Tony Lapham has asked that I respond to the questions you raised in

. your letter of April 6. I trust the following information will be of assistance.

Under what legislation does the DCI get his power? When was CIA
founded? The Central Intelligence Agency was created on July 26, 19
by Section 102(a) of the National Security Act of 1947. 50 U.S.C. 403(a)
That Section also ¢Feated the positiorrof-DiFector of Central Intelligence as
the head of CIA. The DCI draws from the National Security Act of 1947, as
amended, the authority to'terminate employees in the national interest,
Section 102(c); to prg&églntelhgence .sources and methods from unauthorized
disclosure, Section 102(d)(3); to gstect and centralize the production of
national intelligence, Section 102(e); and to appoint advisory committees to
assist the DCI, ‘SeCtion 303(a). The Central Intelligence Agency Act of 1949,
enacted June 20, 1949, granted the DCI's administrative authorities and
housekeeping authorities, such as procurement, Section 3(2); and reimburse-
ment, assignment and medical care of employees, Section 4; and to certify
to expenditure of funds for cbjects of a confidential nature, Section 8(b).
In addition, the CIA Act of 1949 empowers the DCI to assist in the entry of
an alieninto “the United States when in the interests of national security,
Section 6. Although not legislation, strictly speaking, Executive Order
11905, effective February 18, 1976, vests additional responsibilities in the
DCI to, among other things, act as executive head of CIA and the Intelligence
Community Staff, develop a National Foreign Intelligence Program budget,
act as the Pre51dent s primary foreign intelligence advisor, supervise the
national infelligence program, ensure the propriety of Intelligence Community
activities and the protection of intelligence sources and methods, ensure the
establishment of common Intelligence Community security standards, and act
as principal Intelligence Community spokesman to the Congress, Section 3(d).

Are the two jobs, DCI and Head of CIA, necessarily joined? Could the
President make the head of CIA a separate job from DCI? Section 102(a)
of the National Security Act of 1949 provides, "There is established under
the National Security Council a Central Intelligence Agency with a Direct%-_ho
of Central Intelligence who shall be the head thereof." Thus, the posiQ_ v
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are joined by statute and proper separation of the two would require a

statutory revision by the Congress. Of course the President could super-
cede Executive Order 11905, which confirms the joinder of the positions,

by an Order or Orders drafted so as to have the effect of separating the
responsibilities of the two jobs.

What is the membership of the NSC? Is this by statute? Is [the]
DCI a full member? The National Security Council, as established by

Section 101 of the National Security Act of 1947, as amended, includes the

President, the Vice-President, the Secretary of State, and the Secretary
of Defense. (Historically, the DCI has attended NSC meetings as its
intelligence advisor.) In addition, other senior officials, including the

Secretary of the Treasury, thé Attorney General, the U.S. Representative
, to the U.N., the Director of OMB, the Assistant to the President for National

Security Affairs, the Chairman of the Council of Economic Advisors, the

Director of the Arms Control and Disarmament Agency, the Chairman of the

Joint Chiefs of Staff, and the Administrator of the Energy Research and
Development Administration, attend NSC meetings as appropriate.

What is the authority for withholding the names §f CIA employees from
the public? Section 6 of the Central Intelligence Act of 1949, 50 U.S.C. 403g,

provides, in pertinent part,

In the interests of the security of the foreign intelligence
activities of the United States and in order further to implement
the proviso of [the National Security Act] that the Director of
Central Intelligence shall be responsible for protecting intelli-
gence sources and methods from unauthorized disclesure, the
Agerrcy Shall be exempted from the provisions of ... any other
law which require the publication or disclosure of the organiza-
ﬁomﬁfﬁeiaLﬁtlesjpsahﬁesT‘mﬁé—ré of

personnel employed by the Agency: T

{On] the Directory - who is in it? Who is not in it? Why is it classified? °
Who classifies it? The damage assessment which Steve Hunt and I left with
the Houston office contains a great deal of information regarding the employees
named in the portion of the January 1973 directory which is involved in this
case. In.addition, the use to which a foreign intelligence service could put
the information in the directory, and hence the basis for its classification .
also is described in some detail in that damage assessment. The directory
generally includes the names of overt, non-DDO Agency employees stationed
at CIA facilities in the D.C. area at the time of its publication. These employees
subsequently may be placed under cover, be assigned overseas, or become
part of the DDO. The particular directory in question was properly classified
by John Kreuge, Chief of the Office of Logistics, after consultaticn with Robert )

Gambino, the present Director of Security, then a Deputy Director of the
Office of Security, The current directory is classified by the Office of
Cofamunications which currently publishes the directory.
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What employees are free to admit they work for CIA? Who decides
this? If a2 person is known to work for CIA why should this information
be withheld from the press? The Office of Security briefs new Agency
employees who are overt to the effect that they are free to admit and should
acknowledge the fact of their employment at CIA, although this information
should not be volunteered. The particular office which employs each
employee determines whether that individual should be provided with
cover depending upon the current or future assignments and duties for
which the office intends to utilize the employee. The Central Cover Staff
then devises and assigns a suitable cover to the employee. Again, the
damage assessment we left with the Houston office analyzes the uses of the

, information in the directory to a foreign intelligence service. Although

lists of alleged CIA employees have been published by various entities,
until such time as Agency employment is confirmed a level of uncertainty
remains as to each named individual. Confirmation by the Agency, as by
official statements to the press, would remove that uncertainty and expose
the individuals to the various forms of exploitation recited in the damage
assessment. In our open society, information published in the press must
be presumed to be available to a foreign intelligence service.

I would be happy to respond further to these or any additional
questions you may have,

é ‘ALR. /@in ggrana
© Office %péex);fél Counsel

H
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Central Intelligence Agency APR 11 197’7 X

Washingion, D.C 20505 5 April 1977 4P I
Honorable George Bush M
1079 Houston Club Building J A
Houston, Texas 77002 T

Dear Mr. Bush:

It was a pleasure to meet with you on 28 March in your offices. The
session was a fruitful one and it is apparent your testimony will be an
invaluable part of the prosecution.

In terms of the questions addressed to you by the U.S. Attorneys
regarding each of the documents and the value of those materials to the
Soviets, you should find helpful the copies of the decuments and the
damage assessments we left with the Houston office. The China Trip Report
and the ELINT Class Notes’g?lmt be part of the prosecution and you need
not concern yourself with those documents or the attendant damage assess-
ments. I will be happy to address any further questions which you may
have after reviewing the remaining documents.

As far as the testimony which the U.S. Attorneys would like you to
furnish regarding the duties and responsibilities of the Director of Central
Intelligence to protect classified information and information concerning
intelligence sources and methods, I trust the following, which I have
adapted from a Tony Lapham memorandum, will be useful.

The authority and responsibility regarding the protection of
classified information largely derives from Executive Order 11652 (1972)
and the National Security Council Directive of May 1972 implementing that
Order. In this area the Director's obligations and powers are essentially the
same as those of other agency heads. Additional authority and responsibility
specifically provided the Director of Central Intelligence is contained in .
Executive Order 11905 (1976}, a copy of which is enclosed for your use.
(Note, especially, Section 3(d).) In the area of intelligence sources and
methods information, the Director's authority and responsibility derive
from Section 102(d) (3) of the National Security Act of 1947 which provides
that the Director "shall be responsible for protecting intelligence and
sources and methods from unauthorized disclosure," from National Security
Council Intelligence Directives issued pursuant to that Act, and from
Section 3(d) (vil) of Executive Order 11905. Section 6 of the CIA Act of
1949, in order further to implement the sources and methods proviso of
the National Security Act, exempts the Agency from the provisions of any
law requiring the disclosure of the organization, functions, names, ttles,
salaries, or number of Agency personnel. In addition, the CIA Act pro-
vides for special procedures for CIA funding and expenditures. It also
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specifically authorizes the CIA to expend funds on the certification of
the Director and provides for the transfer of funds to or from the Agency
without regard to any provisions of other laws. Sections 5(a) and 8.

Classified Information. The term "classified information" of course
refers to information classified on the basis of its significance to national
security. Classified information is not well defined in the Executive
Orders creating the classification system, and the intelligence sources
and methods information is not defined at all in the National Security Act
proviso making the Director responsible for its protection, or elsewhere
for that matter. Executive Order 11652 requires that information the dis-
closure of which "could reasonably be expected to_cause damage to national
security" is to be classified at TOP SECRET, SECRET, or CONFIDENTIAL,
"depending upon the degree of its significance to national security." The
Order contains examples of the TOP SECRET ("exceptionally grave damage")
category and the SECRET ("serious damage") category. Examples of
exceptionally grave damage include "armed hostilities against the United
States or its allies; disruption of foreign relations vitally affecting the
national security; the compromise of vital national defense plans or complex
cryptologic and communications intelligence systems; the revelation of
sensitive intelligence operations; and the disclosure of scientific or tech-
nological developments vital to national security.” Examples of serious
damage include "disruption of foreign relations significantly affecting the
national security; significant impairment of a program or policy directly
related to the national security; revelation of significant military plans or
intelligence operations; and compromise of significant scientific or tech-
nological developments relating to national security." Heads of certain
agencies and departments are authorized to classify information at each
of these three levels and they may delegate to certain subordinates the
authority to classify at one or more of tl}_e three classification levels,

. The protection required for classified information is prescribed by
the May 1972 National Security Cecuncil Directive which implements Executive
Order 11652. That directive establishes the three basic rules concerning
access to classified information and requires certain protection for storing
and transmitting such information, The need-to-know rule requires that
classified information may be made available only to persons who have a
need for access "to the particular classified information or material sought
in connection with the performance of his official duties or contractual obli-
gations." No one, including persons who have a need-to-know, may be
given access until he has been security cleared under the standards of
Executive Order 10450, in effect a determination as to trustworthiness of
the individual. And, under the third-agency rule, except as provided
in the National Security Act of 1947, classified information originating

+
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in one department is not to be disseminated outside any other department
to which it has been made available, "without the consent of the originating
Department.”

Agency heads are required by Executive Order 11652 to issue imple-
menting regulations and of course the head of an agency has general respon-
sibility for implementing and administering the requirements of the Order.
In addition, departments may impose "special requirements with respect to
access, distribution and protection of classified information and material,
including those which presently relate to communications intelligence,
intelligence sources and methods and cryptography." This provision of the
Executive Order is the basis for the compartmentation systems used by intelli-
gence community and other agencies. Additionally, the head of each depart-
ment "is directed to take prompt and stringent administrative action against
any officer or employee of the United States, at any level of employment,
determined to have been responsible for any release or disclosure of national
security information or material in 2 manner not authorized by or under this

order or a directive of the President issued through the National Security
Council."

Sources and Methods Information. As mentioned, a provision of the
National Security Act provides that "the Director of Central Intelligence shall
be responsible for protecting intelligence sources and methods from unautho-
rized disclosure." This language has been read to authorize, if not require,
the Director to take action for the protection of such information by agencies
- other than CIA. For example, a National Security Council Directive requires
’ the Director to develop and review security standards and practices as they
relate to the protection of intelligence sources and methods from unauthorized
disclosure. Also, he is to "establish procedures for review by intelligence
.“ authorities of all classified intelligence information contemplated, proposed
or prepared for release to the public or for use or disclosure in other un-
classified activities in the course of which there is danger that intelligence
sources and methods might be revealed." As you know, these provisions are
implemented by Director of Central Intelligence Directives which are applicable
throughout the intelligence community agencies and set minimum security
standards for employees of those agencies and all other persons to whom
sensitive compartmented intelligence information is to be made available. They
provide for appropriate investigations in order to accomplish the necessary
security clearances for these people. They provide guidance and procedures
for protecting intelligence information disseminated within an agency or to other
agencies. And they provide security guidance for contacting and cooperating
with intelligence services of other governments. One of these DCIDs estab-

lishes a Security Committee composed of members of the intelligence agencies
and prescribes its charter, :
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Section 3(d) of Executive Order 11905, which prescribes the duties
of the Director of Central Intelligence, provides that he shall ensure "that
appropriate programs are developed which properly protect intelligence
sources, methods and analytical procedures," and further ensure "the
establishment, by the Intelligence Community, of common security standards
for managing and handling foreign intelligence systems, information and
products, and for granting access thereto."” As to the first of these man-
dates, Section 3(d) also provides guidance, in the form of restrictions,
relating to the exercise of the Director's responsibility within the United
States. .In addition, Section 7 of the Order provides for secrecy agreements
to be signed by all members of the executive branch and its contractors who
are given access to information containing sources or methods of intelligence.
In the event of an unauthorized disclosure of sources or methods of intelli-
gence, the names of those responsible are to be forwarded to the agency
head for disciplinary action and to the Attorney General for appropriate
legal action. Further, threats of unauthorized disclosure are to be trans-
mitted to the Attorney General for appropriate legal action "including the
seeking of a judicial order to prevent such disclosure.” And the Director
of Central Intelligence "is authorized to promulgate rules and regulations
to expand the scope of agreements secured from those persons who, as an
aspect of their relationship with the United States Government, have access
to classified intelligence material."

The statutory authority of the Director to protect sources and methods
has been tested in the courts in numerous instances in recent years. In
every instance in which the issue was raised, with one possible exception
(Weissman v. CIA, D.C. Cir., decided January 6, 1977), the courts have
held that the action taken by the Director to protect sources and methods
was lawful. In addition to the case law to the effect that 50 U.S.C. 403(d) (3)
(the National Security Act) and 50 U.S.C. 403g (the CIA Act) provide authority
for withholding information from publie- disclosure, regardless of other laws,
there is a small, but nonetheless important, body of case law that addresses
itself to the Director's authorities to take certain other measures in furtherance
of his responsibilities to protect classified information and intelligence
sources and methods. The most significant of these cases in Knopf v. Colby
in which the 4th Circuit Court of Appeals held that, if an individual has
entered'into a secrecy agreement with the CIA, as has Mr. Moore, such
individual can be prevented, by means of prior judicial restraint, from
publishing classified information; and that the First Amendment is no bar
to such prior restraint. Specifically, the court stated:

We decline to modify our previous holding that the First
Amendment is no bar against an injunction forbidding
the disclosure of classifiable information within the

W
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guidelines of the Executive Orders when (1) the classified
information was acquired, during the course of his employ-
ment, by an employee of a United States agency or depart-
ment in which such information is handled and (2) its
disclosure would violate a solemn agreement made by the
employee at the commencement of his employment. With
respect to such information, by his execution of the secrecy
agreement and his entry into the confidential employment
relationship, he effectively relinquished his First Amend-
ment rights.

. I will be pleased to respond to any further questions this summary
< ‘may raise and look forward to seeing you again in the near future in
Baltimore.

Sincerely, C? /

" Office of Gepl
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THE PRESIDENT

Title 3—The President

Executive Order 11903

United States Foreign Intelligence Activities

By virtue of the authority vested in me by the

February 18, 1976

-Constitution and statutes of the United States, includ-

ing the National Security Act of 1947, as amended, and

as President of the United States of America, it is
hereby ordered as follows:

TABLE OF CONTENTS

Section Description

1 PURPOSE . c.ctecctannoanans trsscasrnesannn

2 DEFINITIONS. .. v . cccaccecancoannasoacccnas

3 CONTROL AND DIRECTICH OF INTELLIGENCE
ORGANIZATIONS . s i s e ceecencccncnscnaancans
(a) National Security Council-——————-
(b) Committee on Foreign Intelligence
(c) Overations Advisory Group————m———
(d) Director of Central Intelligence-

4 RESPONSIBILITIES AND DUTIES OF THE

INTELLIGENCE COMMUNITY .. cccecaanss saseas
(a) ‘Senior 0fficial of Each Organi-
zation of the Intelligence
Community----—m—-———————————————
(b) Central Intelligence Agency--—-——-—
(c) Department of State--—————————=—-
(d) Department of the Treasury--—---—-—
(e) Department of Defense——=—v——=—c—n
(£} Energy Research and Development
Administration--————————————————x
(g) Federal Bureau of Investigation--

S RESTRICTIONS ON INTELLIGENCE ACTIVITIES

6 OVERSIGHT OF INTELLIGENCE ORGANIZATIONS

7 SECRECY PROTECTION......... crereasresace
8 ENABLING DATA......vcvnenmnan Seeeanen

FEDERAL REGISTER, VOL. 41, NO. 34-—THURSDAY, FEBRUARY 19, 1976
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31
35
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Advance Orders are now being Accepted
for delivery in about 4 weeks
CODE OF FEDERAL REGULATIONS
(Revised as of October 1, 1975)

Quantity  Volume Stock Number Price  Amount
—  Title 49—Transportation . 022-003-93146-5 $6.80 &—

(Parts 100-199)

Title 49—Transportation  022-003-93147-3 5.90

(Parts 200-999) '

. Total Order $——

[A Cumulative checklist of €FR issuances for 1975 appears-in the first {3sue
of the Federal Register each month under Title 1]

PLEASE DO NOT DETACH

MALL ORDE H
ORDER FORM To o _ FOR USE OF SUPT. DOCS.
Superintendent of Documents, Government Printing Office, Washington, D.C. 20402 e Enclosedee oo
To be mailed
Please send me the publications 1 have checked. later -
Deposit Accournt Now ccooeooemeeacceeee Please send me ............ copies ofr ----Subseription.oo .
Refunda o e ___
Coupon refunda..___
Pastage oo
PLEASE FILL IN MAILING LABEL | °°° - Foreign Handling———..
- BELOW Street address
City and State - ZIP Code e

FOR PROMPT SHIPMENT, PLEASE PRINT OR TYPE ADDRESS ON LABEL BELOW, INCLUDING YOUR ZIP CODE

1.5, GOVERNMENT PRINTING OFFICE POSTAGE AND FEES PAID
ASSISTANT PUBLIC PRINTER U.5. GOVERNMENT PRINTING OFFICE
(SUPERINTENDENT OF DOCUMENTS) 375
WASHINGTON, D.C. 20402 SPECIAL FOURTH-CLASS RATE
BOOK

OFFICIAL BUSINESS

Name

Streer addresy

City and State ZIP Code . ______________
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fpril 6th

Dear Tony,

o

P A

1 S

Yesterday T had a one hour chat with Tom Crowe.
Here are some questions that I need answers to pretty

soon, I will
1.

6.

I would appreciate someons sending me this information directly

e leaving here on the 20th to come Bast.
Under what legislation does the DCI get his power?When
was CIA founded?

. Are the two jobs, DCI and Head of CIA, necessarily Jjoined?

Could the Presldent make the head of CIA a separate Jjob
from DCI ?

What is the membership of the NSC? Is this by statute?
Is DCI a full member?

What is the authority for withholding the names of CIA
employees from the public?

One the DIEECTORY= who is in 1t? who i5 not in &%?

Why is it classified? Who clasgsifies it?

What employees are free to admit they work for CIA?
Who decides this? If a person is known to work for CIA
why should this information be withheld from the press?

or through our local DCD office.
Many Thanks,

0ffice of General Counsel

Lol -
ILE -
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